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NOVELTY - The method involves transmitting request for music data 
from client (2) to server (3) on internet (1) . Client identification is 
also included in request. Management information relating to music data 
and request, is stored and charging is initiated. If music data is 
already billed, charging is suspended. 

DETAILED DESCRIPTION - INDEPENDENT CLAIMS are also included for the 
following : 

(a) music data transmission device; 

(b) music data transmission method; 

(c) music data reproducing apparatus; 

(d) music data reproducing method 

USE - For copyright protection of delivered music data in internet. 

ADVANTAGE - The method provides adequate copyright protection and 
dispenses with need for backup, if same music data is downloaded. 

DESCRIPTION OF DRAWING (S) - The figure shows the block diagram of 
system components relating to music data delivery. 
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ABSTRACT 



PROBLEM TO BE SOLVED: To sufficiently consider the protection of the 
copyright of distributed music data in a system distributing music data. 

SOLUTION: A music server 3 and clients 2 are connected to the Internet 1. 
In the clients 2, a public key and a secret key are produced based on an ID 
proper to a reproducing device 11. The public key is sent to the server 3 
to be registered and the secret key is held by the device 11. A client 2 
requests the server 3 to distribute music data. Music data extracted from a 
music DB 22 is enciphered with the registered public key. The enciphered 
music data are transmitted to the client 2 and are stored in the 
reproducing device 11. At the time of reproducing them, the music data are 
reproduced while being decoded with the secret key held by the device 11. 
The music data stored in the device 11 can not be reproduced by other 
reproducing devices because they are enciphered with the key produced based 
on the ID proper to the device 11. 
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6#*f r -3'0^>a-Ffi3R^*>ofctl^tC. CCD 

[0 0 5 8 ] ^*-V^^^>f^-^ 1 O-Cti, X-r ? 
y*S 1 7<D^>P- Ff#»R»CT. ^g^fs^-^ 

1 OCD^- Ff^^55i, ^^'^ h*7*>Xf 
U*l 1 fc3&»6j»RLTj&5£r#-&. ;S-y^;lo>t; 
^-^1 OCD^-F^-f 5^(D£^£jiiRL;tet§ 
ffi&tt^vr/S 1 9^fl, y^>a-K<* 

n/ct^f-^^A- Kf ^ ^ 5 5 tc§#$n, -a 

[0 05 9] — ~H. ^f77'S 1 ^sSrf^CD^ 

mwm^v h'y *>z?~i<*i lttcmiRotcm 
Mstixr vvs 2 o^#tf-r^o -eor, 

3) % yt'j3>Fa-73 1*^tF-ROM30 
CC«ff3*i$ Uf^S24) . CCD*i^*>, 

*^fc$tl/c**F-ROM3 3tcff#$^ 

[0 06 1 ] ±iECD^7* ? y*S 2 9 "CCD, 

- 3 CCfc -S^NKt*- £ CDBf-^fb^ 6 W y 
t^3>b'a-^ 1 0^CD$^©&t^CCOt,>r t ^5CD 
70-ft-F»t 3 »^ Xf-;7'S29 1 

±MiCD1f-> f <3fPlJ<DMJiCC*5^^, ^f77'S25 
^f-^S2 8©jfilT*S. ^^S2 9 2T. 

Cfil*. ±i£L/c<£5CC. S8ffiE5/*?-A2 1 

w r £ 3. - *? 7 - * - x £ $ m r * c i r # J k £ *i 
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S2 94KSfifT*,, 

C0 06 3 1 — ^f77'S2 92r, ^@#$>a 
-FS^tBStDfe^*^-^^ ^oa-f^j:or 
ift*tcW>p- FSftT^SSiRT^Ttt&l^S 

10 A2 3tt«£oTg|!£»S#tT*>*i£. tCDH^SCCj; 
or, ^cDn-lfCcMLr, Br5£&««*ft5J:5&*& 

[0 064] *l,r\ Xf^'S 2 9 4t\- 5^>n- 

xt9^S29 5t, ^*-y^ji/n>t*^-^ i o«:*f 
[006 5 ] fSSB-'X^A 2 1 OT, ftttCC 

1 £^-y^Jbn>tf*-#l 0<fc*«i3fr©D-f 
>*-y*-f*lcJ:orJSttS*i. Sl»tcji«pJS8&tt 

[0 0 6 6] xf-^ys 3 or, ^--y^jun> 

1 0*6«ffffl^? F7t>^fUtl 1 tc*t 
LriSIOE I DJPRRStt*. AMM^? F7t>^f 

u*i irti A'-y^3>tTa-5r i o ioaHiSF 

30 %<DtW8 (*7^7*S 3 6CD TNJ ) CCtel>T* CCD^ 
SftSi (Xf^y'S 3 6<D TYJ ) , 
f^7'S3 7t, ^^-y^;i^n>b*^-^ i otc^ur 

[0 06 7] ^-y^;b=i>ta-5r l Ottt, iSH^ 

1 D^ff^^CDt^l (Xf^7'S3 1 <D T N J ) CC*st> 

rc©sssEffl i D*s(rr&£. >^S3 2 

r, Sfi$n^:i2SEffi I DCCS-^*, &IB«£W«»i 

cciiff$n-2> c*f*?y'S3 3) 0 ^Piiii^ 

40 fc. f<Di- tfCD^tUffi I D-^, tflD. 
F«r£**>ai6ti-&. 

[0 0 6 8 ] *3KiE«i^-"^3flPJrw, ^-y^-jU3> 
ocd r n j ) tc*ji»r. ccD^^^fi^n^xb 

f^S40O r Y J ) . ^Ilti^CD^'r* *v 7*S 4 1 lc 

2 1 OrL-tf^-^^-Xic, ^fl$^c£r^^ii 

so sti-s. ^*-v^;u^>t*^-^ i oic&fi stiSS* 
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[0069]-^ ^"-v^;U=J>tra-^ 1 

nc2tbT&j££ti£ (^f^7'S3 
4) . fl«ffl^F7*>Xf-U*l in*. fflSSbD 
&Sft%<Dtm Uf9^S3 8(0 tnj ) r, ^-y 

Uf-^S3 80 r Y J ) . 7 7*S3 9r t 

>3 6#WT &. ^^f-y^? ^T^StlfcRAMCC 

TU^ ttlfcR&*\ F-ROM3 0©9f5e««CC 

ffiSSti-SJiSKiLrfcJ:^. 
[0070]», y^>a- FSti/c^*? 8 -**. 
^•-y^;U3>tr*-4r i oa^flBSffi-^* F? 

tu WAtf^-F^^^^sso^EMiaKBattsnr 

l [SW<ot£iEJB I D^*-v^Ji/=i>t:a-dr i otc^ 
fctatststrcteo, ^-tf i Dtecfctf^x?- f^m* 
metis. 

[0 07 1] i707P-ft- htCte^r. *fflC!>X 

5 6 CO TNJ ) CC*$l*t\ C©fg3fcP*(13ft££ (X 
f^^S 5 6<D ryj ) . -fs 5 7r;^^- 

&o 

[0 0 7 2 ] v\*-y*jU=i>t*-* 1 0Ttf. fSHJB 
I D»If»fc©BM (^f^S 5 1© TNJ ) CCfcl* 

-c. afistifcsssEfla i D^x^^ns. cco<t 

^yt;i/3>fa-$f i o±x\ *<D*-irictt 
ltW6n/c^- tf I D*»J:^7 - F©A**« 
^^tiSo tfliAtf. A*3ti/c^-if I D 

fcJ: 0^**9- F©«#£*>tf#fl5£Sft&£*fc, C 
tifca— tf 1 D*s«fc^<X-7- Fi. m&m^vJr-?* 

(Sf^^j&ia^sci'r&stis. 

[0 07 3]fU CtifciSSEffl I Di^-tf I DfeJ: 
OVSX«7- Fi*i^©MffiOC^WtlC#, ? *©tt 

»PNG(No Good) <t£tl. *aS«^f-^7*S5 5«C» 

ffrs. fir, ^f-^ssst, -e©&4#/<-y 

^;Un>t*^-5f 1 0©^*:/l/-f_LCcSjn$ti£. 
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tl*. 

[0 07 4] — Xf'^S 5 2-C, ISIOBI D<b^L 
-If I Dfc^O'^X?- F£#jffie©RI»fc*D, ESaE 
ilS***OK"C*SiStititf, AiStt^-^v^S 53CC 
&tr*& 9 fit, :x-iftcJ:»)3Sft#&3ti, ^*-y 
^j|/n>fcT*-*l 0*»68HiM3'^ F7*>xfut 

i i^»0TKjis-rs j ifiKf f -^3wa«3ti-&. 

7'S54t 4 jSlRStifc**?*-**^* F? 

io u*i nc*ti/rea63ti-5. ±asufcj:5K: % e*^ 

stir^s. ^f-^S5 4ro^i^ s*^-^** 
as^ftsti/c**. tft>ti-s. 
[0 075] m»m^ ?F7t>XfU^l 1 firJ~Ctf . 
^-y^u=i>fcr*-^ i oa^©**^-*©®^ 

fc©tt» (^f'^S 5 8© TNJ ) «C*$liT, C©# 

X<DA7*v7'S&9T, §ff£ tltc^mv"- F - R 
O M 3 0 K*f L T<£# $ tl 6 o 

20 [0076] m&m^v i hc*jc> 

T. F- ROMS 0«C^*tlfcS*^~ *©»£#* 
fv7'S 6 OTjg^Sti*. COjg^tCJ:*), F-RO 
M3 0K«??3tifc : S*7 r -f 3&sy*yn> FO-5 3 
l©«fflICca^*K*UatiS. R^U^ti/cSag^- 
£tf. i^6(D^f7 7*S3.9t 4 WfllBffl^y 
K7t>^f utl l(c#Lrffi«StiA:«!eil*ffll» 
ra#fb3titt3W6 (^f^sei), rn-^3 2 
K«»ft3tiS. 

[0077] 3te*j. «*«ccj:$*^f s - *<om-mt 
30 tf. cowrtt, F£*rw*c*&ffi£ti&. 

tf. tc&XDTJlsdfV XA*iftl$ tlfc*8HsI 

SSCt^tOT. »ttli^^-rf-5riL-C#it6tl. BS# 

^bdti/c^iB^-^oa^b^&stis. ^/c. CtltC 
^- F^*T*t+^&«satt*WLr^ti 

tf, 77 F^xTW3&teffit?a#<b*tf-orfe<fci». 

[0 0 7 8 ] fa-y3 2t, #^IEff 

6 2). d s p 3 3 cc'ttft $ timfeommnkmzmz n 

So DSP3 3©Hi*tt t Kii*b&t»D/A£ft®Cj: 
40 ^r7tD^-f^ ^(f^C^^n Uf^SB 
3) . T>^3 4r*t«$tl^^ F^*>3 5rHS3 
tiS. 

[0079]*^ coawcj:*. ^m^-^ccw-r 
s-fe^^»;^^ -r^t>^. 

r«. F? *>xfi/^ i icefcws, ^Jx 

^ i Dicmn>xm®m i o i *s j:^h« i o o * 
f^-TSo %mm \ o n*. a»ffl^v F7t>^fu 
50 *i uc(s-T?sn, -aiaaioou. i^-^*3cc^e 
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[o 0 8 o ] wca^fcctstc, sm^-^tt, 
3^6*7^r>r2ec#i,Tt6S3ftSRHc* eai-r 

[0 08 1 ] 5^-fT>r2WJTtt i c^o 

asa i o i wr-sasffl^ » f 7 * >^ f u 1 1 1 t? io 

SKWB^* K7*>Xfl/*l 1 ' « % AHIfltl 0OCC 

sm^- &0Hti i o o cc*n&rs««si 101* 

[0 082] S fc, 15J6*©*ftrWa« 101«6 20 
fUtl l<D7T~A£xT©#*e;l&fTl\ VUT 

Dte-S-s*. *f«K:, £rP8iil 0 0*jJ:cxtttt«l o 1 

C^ 0 ^l^.(^DE S (Data Encryption Standardise C> 

? F7t>^Utl lCCfcl»Tlf£ll*rc«^fc3tt* 
It3*ifc* SF-ROM3 OKiSttStifc**^-* 40 

m*.i*>* * ? r * v & zzmrn it ^>&>mmt u 

T*5£, SCJfF-ROM3 0ic»&K"rc4t>*^6*i 
[0 08 5] £6CC, Jbj$Tti. *^-Yr> r2tcfcl» 

«««« tsiucifer#s. so 
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[0086] 

[0087] $/c, HCSai^-^CCSffbTSIi^^JEcS 
[0 08 8] S6«c % CCDlBDITtt. Ift&^-^tt. Vt 

[0 0 89] 3 WCZtc. CCDSiJSO— JgSgrtt, BM- 

[01] CCD^6c^r^^^SHfr>XT"ACD^ 
CD-#1£ ijrr ns«H T* £> £ o 

[02] m^m^v F7 + >^fUtOMO-^ 
[03] ^•-y^ji/^>t*^-^coff^(7)-i?i]^^-r^ 
[04] tlf-^©y^>o^ FWtOMMWW 
[05 ] ^f r -^<D0f^fc;^6Wc^*-v^^n>t* 

[06 ] igiE^^f-AtcWLrwaccsgSEffl I D£S» 

[07] y^>o-F3tifc*aif s -a'«:^-y^=i 
>t*-3r3&»6»!»ffl^9 F7*>X^U^CcK5iLfl 

^^Jl?&|^B^r % tcih<D ^n-^t-FT*^ 
[08] S^-^c^fi^ftBI-rsfceboaifcco 

1- * ^^7-^ 2 - - • YT> K 3* • 
- ^IB{f^-^\ 10- • -A-y^;U3>t A - 
1 1 * • • aSM^* F7 * >^t*U^~, 20* • 

* 2 1 • • • m.m.is^-Ti*. 22 • • • 

^-r-^-^-X, 23— -S^^f-A. 30- • 

•77-;'>a^*y, 31 • • '^*'>l3>Fn-7 4 

36 • • • ->*3>, 3 9 • • • ^^>^-7x>f 
X. 5 1 • • - CPU, 5 5 * • ■ ^- Ffw * 2. 5 
7* • • mftm^y F7*>^f-U^ilSift-r5/c«ft© 
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t 

( END ^ 
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F £-A(##) 5B089 AA16 AA22 AB01 AC03 AD06 
AE09 CE08 DD03 DD06 DD07 
5D108 BA04 BA06 BC01 BF11 BF12 

BF13 BF20 BH10 
5K101 KK18 W07 NN03 NN18 NN21 
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